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Abstract. Computational trust systems are currently considered enabler tools
for the automation and the general acceptance of global electronic business-to-
business processes, such as the sourcing and the selection of business partners
outside the sphere of relationships of the selector. However, most of the exist-
ing trust models use simple statistical techniques to aggregate trust evidences
into trustworthiness scores, and do not take context into consideration. In this
paper we propose a situation-aware trust model composed of two components:
Sinalpha, an aggregator engine that embeds properties of the dynamics of trust;
and CF, a technique that extracts failure tendencies of agents from the history
of their past events, complementing the value derived from Sinalpha with con-
textual information. We experimentally compared our trust model with and
without the CF technique. The results obtained allow us to conclude that
the consideration of context is of vital importance in order to perform more
accurate selection decisions.
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1 Introduction

Several technologies are being studied and applied in the general process of compute-
rized supply chain management. Computational trust management is one such
technology that will allow extending electronic sourcing to world-wide located, non
registered and probably unknown business partners. With this technology, a business
entity will be able to search the suppliers offer space and to filter the ones that are
fitted to the entity current needs, in a scale of the size of the Internet.

The first generation of Computational Trust and Reputation (CTR) systems
addressed the representation and the aggregation of trust evidences about a given
agent in evaluation into a trustworthiness score, and most of these proposals are based
on some sort of statistical aggregation methods (e.g. [11, [2], [3], [4], [5], [6], [7]).
Other works proposed more sophisticated engines that consider the dynamics of trust
in the computation of confidence scores, in theoretical and practical terms (e.g. [8],
[9], [10], [11]). However, none of the current computational trust approaches is ma-
ture enough to be itself trusted by real managers.
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Trying to cope with this question, trust community is moving towards a second
generation of models that explore the situation of the trust assessment in order to
improve its credibility. However, few proposals have been made on this specific area
(see [12], [13], [14], [15]).

In this paper, we propose a situation-aware technique that allows the extraction of
tendencies of agents’ behavior'. This technique allows, for instance, to detect whether
a given supplier has a tendency to fail or to succeed contracts that are similar to the
current business need (e.g. in terms of good, quantity and delivery time conditions).
We performed experiments that show that this technique enhances traditional CTR
systems by bringing context into the loop; i.e. it not only concerns if a given supplier
is generally trusted good or bad, but if it is trusted good or bad in the specific contrac-
tual situation. Also, our approach differs from the situation-aware proposals
mentioned above in the way that it does not imply the use of hierarchical-based struc-
tures (e.g. ontology) and that it is able to detect fine-grain subtle dissimilarities in
related situations. Moreover, it was designed in order to allow the effective estimation
of trustworthiness values even when the trust evidences about the agent in evaluation
are scarce.

The situation-aware technique we propose can be used in conjuction with any
existing trust aggregation engine. In our experiments, we use Sinalpha, a sigmoid-like
aggregator that we have developed ([17]) that distinguishes from traditional trust
proposals by embedding properties of the dynamics of trust. In this paper, we review
the fundamental characteristics of Sinalpha and present our conclusions about the
relevance of the inclusion of such properties in trust aggregation engines.

Although we contextualized the use of our trust system in the sourcing/
procurement part of the supply chain, agent-based trust and reputation systems are of
general interest in many other domains (for instance, general business, psychology,
social simulation, system resources’ management, etc), and apply to all social and
business areas of the society where trust is deemed of vital importance.

The remaining of this paper is structured as follows: Section 2 describes our study
about the relevance of considering properties of the dynamics of trust in the aggrega-
tion engine of CTR systems. Section 3 describes the technique we developed in order
to complement traditional CTR engines with situation-aware functionality. Section 4
presents the experiments we run in order to evaluate the proposed situation-aware
technique, and Section 5 concludes the paper.

2 Using Trust Dynamics in the Aggregation Engine

2.1 The Sinalpha Model

In [17], we described Sinalpha, a trust aggregation engine based on an S-like curve
(Figure 1) that allows for an expressive representation of the following properties of
the dynamics of trust:

! This paper in an extended version of the paper presented at ICEIS 2010, the 12th International
Conference on Enterprise Information Systems [16].
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Fig. 1. The S-like curve

e Asymmetry: stipulates that trust is hard to gain and easy to lose;

e Maturity: measures the maturity phase of the partner considering its trustworthi-
ness, where the slope of growth can be different in different stages of the partner
trustworthiness;

e Distinguishably: distinguishes between possible different patterns of past
behavior.

The choice of the S-like shape was based on the concept of the hysteresis of trust
and betrayal, from Straker [18]. In this work, the author proposes a path in the form of
a hysteresis curve where trust and betrayal happens in the balance between the
trustworthiness of a self and the trust placed on the self. The S curve simplifies the
hysteresis approach by using just one curve for both trust and betrayal representation
and considering three different growth/decay stages: creating trust (first third of the
curve), trust is given (second third of the curve), and taking advantage (last third of the
curve). It is also worth to mention that the final Sinalpha mathematical formula, de-
picted at Figure 1 and explained in detail in [17], was based on Lapshin’s work [19].

Therefore, the aggregation of the trust evidences of the agent in evaluation using
the Sinalpha model presents the following characteristics: the trustworthiness value of
the agent grows slowly in the presence of evidences with positive outcomes when the
agent is not yet trustable, accelerates when the agent acquires some degree of trust-
worthiness, and slowly decays when the agent is considered trustable (i.e., in the top
right third of the curve). This allows for the definition of three different trust maturity
phases, and constitutes the maturity property. The decrease movement upon evidences
with negative outcomes follows the same logic, although the mathematical formula
subjacent to the curve (cf. Figure 1) includes parameter A, which takes different val-
ues dependently on the outcome of the evidence is positive (1 =41.0) or
tive (A = —1.5), permitting for slower growths and faster decays. This constitutes the
asymmetry property. Finally, the mathematics of Sinalpha’s formula implies that the
aggregation of the same number of positive and negative outcomes that are presented
in different ordering results in different trustworthiness values. This constitutes the
distinguishable property. Considering this last property, we have a somewhat differ-
ent view than the one presented in [7], where the authors state that the aggregation of
evaluations shall not depend on the order in which these evaluations are aggregated.
The results we obtained in our experiments and discussed in the next
section seem to support our conviction.
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One can argue that we could use other S-like curves instead of a sin-based one,
such as the Sigmoid curve. However, we intuitively feel that a Sigmoid curve permits
a probably too soft penalization of partners that proved to be trustable but that failed
the last n contracts. This can happens accidentally (e.g. due to an unexpected shortage
of good or to distribution problems), but it is also described in the literature as a typi-
cal behavior of deceptive provider agents, who tend to build up a trustworthy image
using simple contracts and then violate bigger contracts exploring the acquired trust-
worthiness ([20]).

2.2 Relevance of Sinalpha’s Trust Properties

In this section, we review the main results obtained when we experimentally com-
pared Sinalpha to a weighted mean by recency approach ([6]) that represents tradi-
tional statistical approaches. A description of the experiments performed is available
at [17]. A more exhaustive comparison that we have conducted between trust models
based on weighted means and heuristics-based models embedding properties of the
dynamics of trust is presented in [21].

The first result we obtained show that Sinalpha is more effective in selecting good
partners (i.e. agents that have a higher probability of fulfilling a contract) and in
avoiding bad partners (agents that have a higher probability of violating a contract)
than the weighted means approach. This is due to the maturity property of Sinalpha,
where the entire historical path of the agent in evaluation is taken into account in the
process of trust construction, meaning that agents have to accumulate several good
experiences in the past until they are able to get an average to high trustworthiness
score. In opposition, the weighted means approach allows the selection of agents with
fewer past evidences, which can promote uninformed decisions.

Another difference between the two approaches is related to the asymmetry prop-
erty of Sinalpha, which allows it to more effectively identifying and acting upon part-
ners that show the much undesired intermittent behavior, by giving more weight to
violations’ penalty than to fulfillments’ rewards.

A related situation occurs when agents show bursty-like intermittent behavior, i.e.
when they present long sequences of positive outcomes and then long sequences of
negative outcomes and so on. The results have shown that, in this situation, the
weighted means approach can forgive past long sequences of negative outcomes if
these sequences are followed by a long period of inactivity and a single recent posi-
tive outcome. One could argue that this forgiveness issue is solved by increasing the
size of the window used, i.e. the number of the last past evidences considered. How-
ever, in our experiments we found it hard to select the optimal window size, as it
deeply depends on the frequency of the contracts (historical evidences) made in the
past ([21]). Finally, the forgiveness question does not apply to Sinalpha, due to the
action of the maturity property, although we realized that it has a somewhat bigger
tendency than the weighted means approach to enter a burst of deceptive behavior and
also that it can be slower in penalizing good partners immediately after they invert
their behavior.

In these experiments, we could not evaluate, however, the potential full benefit of
using the Sinalpha round shape at the extremities against simpler curves that do show
similar trust dynamics properties (e.g. curves with linear shape). Indeed, in [21] we
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compared the performance of Sinapha against a simpler curve that uses the same A
and o parameters (cf. Figure 1) but that lacks the softness round curve at the creating
trust and taking advantage phases. The results of these experiments show similar
performance of both curves in the tested scenarios. Therefore, we conclude that we
need more complex models of the target population to further study the impact of the
sigmoid-like shape of Sinalpha on its capability of distinguishing between partners.
We leave this topic for future work.

3 Our Situation-Aware Trust Technique

3.1 Motivation for Situational Trust

Computational trust estimations help an agent to predict how well a given target agent
will execute a task and thus to compare between several candidate partners. However,
there are some questions that a real-world manager would pose before making a deci-
sion that cannot be answered by simply aggregating available trust evidences into
trustworthiness values. These questions involve somehow a certain level of intuition.
We propose to first analyze three scenarios that might occur in real world business
and that would help us to understand this concept.

In the first scenario, an agent may decide to exclude from selection a candidate
partner with which it had never entailed business before but that it knows that rarely
fails a contract, just because the agent intuitively fears that this partnership would not
be successful. For example, a high tech company may fear to select a partner from a
country of origin without high technology tradition, even though this partner has
proved high quality work in the desired task in the recent past. We call this situation
the intuitive fear. For this scenario, it would be desirable that the selector agent could
reason taking into account additional contextual information about the characteristics
of the entity represented by the candidate agent. For instance, the presence of key
figures such as the annual turnover or the number of employees of the entity would
allow the selector agent to better know the entity. Also, the establishment of argumen-
tation between both parties is a real-world procedure that could be automated into the
computational decision process.

In the second scenario, the agent may decide to exclude from selection a candidate
partner that is currently entering the business, for which there is no trust or reputation
information yet. This scenario deals with the problem of newcomers, for which there
is no information about prior performance, and we name it absence of knowledge. The
works in [6] and [15] suggest that in these cases the use of recommendations and
institutional roles could be useful to start considering newcomers in the selection
process. Although we do not address this situation in this paper, we consider using
conceptual clustering of entities’ characteristics in the future in order to generate
profiles of business entities. Thus, in a second step, the profile of the newcomer is
compared with the profiles of business entities for which there is some trust informa-
tion and an estimation of the newcomer trustworthiness is inferred. This approach
implies that a minimum of the business entities’ characteristics is available, which
constitutes a reasonable assumption for virtual organizations built upon electronic
institutions and even for decentralized approaches where agents are able to present
certificate-like information.
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Finally, in the third scenario, the selector entity knows that a candidate partner is
well reputed in fulfilling agreements in a given role and context, or even that it is
generally trustworthy, but needs to know how well it would adapt to a (even slightly)
different business context. For example, the evaluator knows that a given Asiatic
supplier is a good seller of cotton zippers but it is afraid that it could fail in providing
high quantities of this material in a short period of time, because it does not use to
transact with the supplier in these specific conditions. We name this situation the
contextual ignorance.

In the next sections, we present a situation-aware trust technique that is able to ex-
tract tendencies of the behavior of agents in a contextualized way. This technique
supports the evaluator agent in addressing the contextual ignorance question and can
be used with any traditional trust aggregation model, such as the weighted means and
the Sinalpha models referred in Section 2 and. Next, we present the scenario and
notation used throughout the section.

3.2 Scenario and Notation

Our scenario consists of a social simulation where, at every simulation round, trading
client agents attempt to place orders of some type of textile fabrics to the best availa-
ble supplier agents, taking into account the estimated trustworthiness of the suppliers
in the context of the specific orders. At the end of the round, a contract is established
between the client agent and the selected supplier agent.

Formally, ac € AC is a client agent from the set AC = {ac,, ac,, ..., ac,} of all n
clients considered in the simulation, and as € AS is a supplier agent from the set
AS = {as;, as,, ..., as,,} of all m suppliers considered in the simulation. Also, an
order instantiates a business need that comprises the contractual context of the future
transaction. For the sake of simplicity, we only consider here three contractual terms
that are the elements of the set AT = {fabric, quantity, deliverytime}. Regarding
domain values of the contractual terms, the set FAB = {cotton, chif fon,voile}
contains the possible values for the term fabric; the set QT = {low, medium, high}
contains the possible values for the term quantity; and the set
DT = {short, medium, big} contains the possible values for the term deliverytime.
Therefore, the contractual context cc is an ordered triple belonging to the 3-ary Carte-
sian product CC = FAB X QT X DT. An example of a contractual context associated
to an order is (cotton, high, short).

At every simulation round, each one of the n clients broadcasts its current need
specifying the corresponding contractual context cc. In response, all suppliers that
still have stock on the desired fabric issue a proposal. In this scenario, a proposal is
simply the identification of the supplier that has proposed. L.e., instead of using selec-
tion parameters such as the ones associated with price or payment conditions, the
suppliers would be selected uniquely by their estimated trustworthiness.

Then, after client agent ac selects supplier agent as to provide the good as men-
tioned in the contractual context cc, both agents establish a contract specifying ac, as
and cc. When the transaction is completed, with either the supplier agent succeeding
or failing to provide the good in the established conditions, a contractual evidence is
generated accordingly. In our scenario, an evidence evd is an ordered tuple from the
4-ary Cartesian product that define the set Evd = AC X AS X CC X O of all evidences
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generated until evaluation time ¢, where O = {true, false} is the set of all possible
outcomes for the contract (i.e. it takes the value true when the contract is succeeded
and false otherwise). In the same way, Evdys, S Evd is the subset of all evidences
where as; appears as the supplier counterparty. This means that Evdg, =
{(ac, as;, cc,0) € Evd:ac € AC,cc € CC,0 € 0} is the contractual history of

agent as; at the evaluation time. If supplier as; had never transacted before, then
Evd,, = 0.

3.3 Our Situation-Aware Trust Model

Figure 2 illustrates the selection algorithm used by our clients at every simulation
round in order to select the proposal that best fits their needs.

: function SELECTION (cc, P) returns a proposal
inputs: cc, contractual context of current order
P:a list with all proposals received by the client

1
2
3
4:
5:  bestProposala proposal chosen randomly from P
6:  higherTrustSINALPHA (Evdpestproposat)

7:  ¢f CONTEXTUAL — FITNESS (cc, Evdpestproposat)
8: if cf is 0 then higherTrust « 0

9: else higherTrust « higherTrust * cf

10: for eachremaining p in P do

11: currentProposal « p

12: currentTrust « SINALPHA (Evdcyrrentproposal)

13: cf < CONTEXTUAL — FITNESS (cc, Evd cyrrentproposal)

14: if cf is 0 then currentTrust « 0

15: else currentTrust « currentTrust * cf

16: if currentTrust is higher than higherTrust then
17: bestProposal currentProposal

18: higherTrust currentTrust

19:  return bestProposal

Fig. 2. The SELECTION algorithm

The client picks up randomly a proposal from the set of received proposals and
calculates the trustworthiness value of the proponent (lines 5 to 9). Then, for each one
of the remaining proposals, it estimates its trustworthiness (lines 10 to 15) and up-
dates the best proposal (lines 16 to 18). The algorithm returns the proposal from the
most estimated trusted supplier for the specific context cc (line 19).

As can be observed from Figure 2, our trust model is composed of two compo-
nents, as described earlier in this document. Indeed, the first component is
sinalpha (as) € [0,1], a function that aggregates all outcomes from the available
evidences using the formula illustrated in Figure 1. The second component is our
situation-aware technique, cf (as,cc) € {0, 1}, which is a binary operator that meas-
ures the adequacy of the proponent supplier to the contractual context of the current
need of the client. Therefore, the trustworthiness value of supplier as as estimated by
client ac is given in Equation 1.
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trust,. (as, cc) = sinalpha (as) * c¢f (as, cc) (1)

This is the same as to say that, in a given moment, an agent may be qualified as trust-
worthy in some situation and as untrustworthy in a (maybe slightly) different situa-
tion. Next, we describe our binary operator c¢f (as, cc) in more detail.

3.4 The CF Operator

We developed the CF operator, a technique that allows non-situational aggregation
engines (such as Sinalpha or the ones based on weighted means) to make inference
about the trustworthiness of an agent based on context. It is an online, incremental
technique that does not rely on predefined measures of similarity or ontology-based
inference as the ones presented in [12], [13], [14] and [15]. The algorithm of CF is
presented in Figure 3.

¢ function CONTEXTUAL — FITNESS (cc, Evd,;) returns a value in {0, 1}
inputs: cc, contractual context of current order
Evd,,: the contractual history of agent as

EvdF,; all evidences from agent as that have a false outcome
cCraise” EXTRACT — FALSE — TENDENCY (EvdF,s)

if there is a match between cc and ccsq 5, then return 0
elsereturnl

PN AW

Fig. 3. The CONTEXTUAL-FITNESS algorithm

From the figure above, we verify that the algorithm starts by putting all evidences
of agent as that have outcome false in a separate class (line 5). This negative out-
come can represent, for example, the past transactions of the supplier agent that trig-
gered relevant contractual sanctions, although the meaning of such outcome can be
established by each individual client agent. Then, at line 6, a behavior tendency is
extracted for this class using the Frequency Increase metric [22], presented in the
following Equation:

2

_(#InstAttClaSS)2 (#InstAttTotal)2
“\ #InstClass #InstTotal

In the equation above, #InstAttClass is the number of times that a given attribute
appears in the class, #InstClass is the total number of evidences in the class,
#InstAttTotal is the number of times that the attribute appears in all classes, and
#InstTotal is the total number of evidences kept for the agent in evaluation. There-
fore, by applying the Frequency Metric to the set EvdF, of false evidences of agent
as, the algorithm tests, one by one, which contractual term-value pair can be consi-
dered relevant. The parameter a in the equation above is the degree of the required
extent of frequency increase, and determines the granularity of tendency extraction.
At the end of the procedure, the most significant contractual characteristics of the
class of false evidences are extracted (line 6). It is worth to mention that, depending



216 J. Urbano, A.P. Rocha, and E. Oliveira

on the degree of the required extent of frequency increase and on the evidence set of
the agent in evaluation, it is possible that the algorithm does not return any tendency.

Finally, at lines 7 and 8, the extracted false tendency is compared to the contractual
context of current order of the client. If there is a match, it means that the supplier has
a tendency to fail this type of contracts, and therefore the cf value (and the global
trustworthiness value, cf. Equation 1) is zero. Otherwise, there is no evident signal
that the supplier is inapt to perform the current transaction, and its final trustworthi-
ness score is given by the Sinalpha output.

Figure 4 illustrates an example of a match between the contractual context of a cur-
rent order and the failure tendency of the agent in assessment. In there, client ac
wants to purchase high quantities (1800000 meters) of chiffon in short delivery times
(seven days), as given by cCyrqer- At the same time, supplier as has a failure tendency
in delivering in short delivery times, independently of the fabric and the quantity
considered, as given by c¢gqs.. Therefore, the final trustworthiness value of the sup-
plier for this specific order is zero, as given by Equation 1, which strongly reduces the
chance of the supplier being selected by ac to the current business transaction.

CCyrder: Chif fon, 1080000, 7

CCfqisei*,*, Short

Fig. 4. An example of a match between the contractual context of an order and the false ten-
dency behavior of an agent

The process just described of extracting tendencies of negative behavior in order to
prevent unfitted selection decisions is a dynamic incremental process that shall be
repeated at every trustworthiness assessment. The benefits of such an approach are
two-folded: first, it allows the extraction of tendencies even when there are few trust
evidences about the agent in evaluation; then, it allows capturing the variability of the
behavior of the agent at any time, which is a desired requirement for trust models
designed to operate in real-world environments.

We draw here a final remark about our trust technique: as described in this section,
CF is only dealing with the negative class of the evidences of the agent in evaluation.
However, we believe that the use of the positive class and the use of distinct degrees
of fitness could allow refining our algorithm, and this constitutes ongoing work.

4 Experiments

In order to evaluate the benefits of the proposed situation-aware trust model, we run a
series of experiments using the scenario described in Section 3.2. All experiments
were run using the Repast tool (http://repast.sourceforge.net).

4.1 Experimental Testbed and Methodology

The main parameters of the experiments are presented in Table 1.



Extracting Trustworthiness Tendencies Using the Frequency Increase Metric 217

Table 1. Configuration of the experiments

Parameter Value

Fabrics {Chiffon, Cotton, Voile}

Quantities {Low, Medium, High}

Delivery Time {Short, Medium, Big}

# buyers 20

# of sellers 50

Types of sellers Uniform distribution over the types
considered in population

Seller stock Up to 4 contracts per round

# rounds / # runs 60 /20

CF a threshold 0.25

In these experiments, we wanted to evaluate if the situation-aware technique would
improve the ability of the trust system in selecting partners by taking into account the
current business context. Therefore, we run the same experiments using, first, just the
Sinalpha component (the SA model), and then the enhanced version of Sinalpha that
uses our proposed situation-aware technique (the CF model).

Therefore, at every simulation round, each client ac announces a business need in
the form of a contractual context cc. Every supplier that still has stock on the speci-
fied fabric manifests its intention in providing the material in the conditions specified
by cc. Then, client ac selects the best proposal using as a criterion the estimated
trustworthiness of each proponent. Le. it either uses SA or CF to perform the trustwor-
thiness estimations, depending on the trust approach in evaluation. Finally, an out-
come is generated for the transaction between ac and the selected supplier, based on
the type of this supplier.

Table 2. Characterization of the different types and populations of suppliers

Type Description Prob. Success  Pop.A  Pop.B  Pop.C
Suor Handicap on high quantities X X
SupT Handicap on short delivery time 0.05 X X
SHrB Handicap on specific fabric (handicap), X X
ShFBQT H. on fabric and high quantity 0.95 X
SHFBDT H. on fabric and short del. time (otherwise) X
Suoror  H. on high quant. and short d. time X
Good 95% X
Fair 80% X
Bad 50% X
I—SHQT . . X
LSt Same as Sugr, Supr a'nd SHFB,.Wlth a probability of X
L Surn 66.7% of changing handicap at round 30 %

Populations of Suppliers. We used different types of suppliers and populations in the
experiments. Each type of supplier reflects its ability in fulfilling or violating a
contract, as described in Table 2.
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Evaluation Metrics. We used two different metrics to evaluate the trust models. The
first one is the average utility of clients, which is the ratio of the number of contracts
that were fulfilled by the suppliers over the total number of contracts, averaged over
all clients and all rounds. The second metric is the average utility per round, which
measures the same ratio at a round basis. Intuitively, the greater the ability of the trust
model in distinguishing between the dynamic behaviors of the proponent suppliers,
the better decisions it will make and, consequently, the higher utility it will get.

4.2 Results

Figure 5 shows the results in terms of average utility for populations A, B and C.

Average Utility
95%
90%
85%
80%

(4 mSA

75% / -
65% - d d
A

Successful Contracts (%)

B C
Populations

Fig. 5. Average utility for populations A, B and C

In population A, CF clearly outperforms SA, with an average utility of 85.27%
(standard deviation 1.68%) against the average utility of 70.80% (sd. 5.10%) of SA. In
population B, where agents have two thirds of probability of inverting their behavior
at the middle round, CF still outperforms SA with 80.54% of average utility (sd.
2.36%) against the 67.87% (4.98%) numbers of SA. Finally, at population C, where
there is a mix of several different types of suppliers, SA raises substantially its per-
formance, achieving 86.22% of average utility (sd. 1.85%), although it still underper-
forms the CF approach that achieves 88.92% of utility (sd. 1.43%).

Another view of the results is given in Figure 6, where the results of the utility are
given in a per round basis.

Analyzing the figure above, we verify that in population A (dotted lines), the SA
approach oscillates around an average number of 14 (in 20) successful contracts per
round. On the opposite, the CF approach shows an ability of learning the behavior of
the suppliers, continually increasing the utility since the first rounds, where the evi-
dences available about every supplier are still scarce.

Concerning population B (dashed lines), we verify that CF has a much steeper fall
in terms of utility than the SA approach at round 30, when the behavior of most of the
suppliers is inverted. However, we also verify that the utility of CF is always bigger
than the utility of SA for this population, and that the CF starts recovering soon after
round 30, showing its ability in dynamically updating the tendencies of behavior in
the presence of few new evidences.
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Utility Per Round
19

Successful Contracts

12 LINL I |

1 6 11 16 21 26 31 36 41 46 51 56

Rounds
SA (A) wereereenes CF (A) SA (B)
- — = CF(B) SA(C) CF(C)

Fig. 6. Utility per round for populations A, B and C

Finally, in population C (continuous lines), we verify that both SA and CF start
learning the behavior of the suppliers much earlier than in the previous experiments
with populations A and B. In reality, this happens because population C presents a
more diversified population, with 4/9 of the population being generally good (with
suppliers of types Good, Hgggr, Hrspr and Horpr). What should be retained from
these results is that CF outperforms SA even in the presence of such good suppliers.

4.3 Discussion

From the results obtained in the experiments, we verify that the SA approach,
representing the traditional non situation-aware trust models, is effective in differen-
tiating between good and bad suppliers, i.e., suppliers that have a high and a low
probability in fulfilling a contract, respectively. However, in real and open business
environments, it is expected that the existing population of suppliers does not show
this binary behavior, but that instead is composed of suppliers that are more fitted to
specific contractual characteristics and that can failed in other types of contracts. In
this reality, populations A and B have shown that a situation-less trust model is not
effective in differentiating between different suppliers’ characteristics, with the clients
keeping selecting the same suppliers over and over again, occasionally failing the
contracts for which the suppliers have an handicap.

On the contrary, we verify that our CF trust model is able to distinguish between
suppliers that present different tendencies of failure, and that this ability allows CF
clients to make better decisions, reflected in the higher utility they achieved in all the
experiments with populations A, B and C. Moreover, we observed that CF is fast in
detecting changes in the behavior of suppliers, as it dynamically updates the failure
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tendencies extracted when it has new evidences. In the same way, it is able to extract
tendencies even when the number of trust evidences about the supplier in evaluation
is scarce.

5 Conclusions

In this paper, we presented CF, a simple situation-aware technique that extracts fail-
ure tendencies from the history of past evidences of an agent, based on the Frequency
Increase metric. This technique can be used with any traditional trust system in order
to enhance the estimation of trustworthiness scores.

Although other situation-aware approaches are now being proposed in the trust
management field, we believe that our proposed CF technique presents some benefits
over them. First, it can be used with any of the existing traditional trust aggregation
engines. Secondly, it is an online process, meaning that it captures the variability in
the agents’ behavior in a dynamic way. Finally, it does not rely on ontology-based
situation representations, and therefore the analysis of the similarity between the situ-
ation in assessment and the past evidences of the agent in evaluation does not require
specific, domain-based similarity functions. Also, it allows for fine-grain dissimilarity
detection (e.g. it distinguishes between the similar though different situations of pro-
viding one container of cotton in 7 or in 14 days) that can be hard to express using
pre-defined distance functions.

We evaluated the CF technique using Sinalpha, a traditional aggregation engine
approach enhanced by the inclusion of properties of the dynamics of trust. We over-
viewed the benefits of embedding the properties of asymmetry, maturity and distin-
guishably in trust aggregation engines. However, we also concluded that the study of
the benefits of Sinalpha’ sinusoidal shape that follows work on the area of Psychology
needs proper data/models concerning the behavior of real-world organizations, and
we will address the acquisition of such data sets in future work.
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