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Abstract—Smart cities aim to improve the citizens’ quality
of life by leveraging information about urban scale processes
extracted from heterogeneous data sources collected on city-
wide deployments. The Internet-of-Things (IoT) is, thus, the
enabler of smart city technologies at urban scale. In this paper,
we present PortoLivingLab, a multisource sensing infrastructure
that leverages IoT technology to achieve city-scale sensing of four
phenomena: weather, environment, public transport, and people
flows. To sense these processes on a city scale, we deployed a
vehicular network with over 600 vehicles and 19 static envi-
ronmental sensors. We also developed an easily reconfigurable
crowdsensing platform and carried out several crowdsensing
campaigns with more than 600 participants. The data is collected
in a common backend and stored using similar spatio-temporal
data models to simplify sharing and joint analysis for the char-
acterization of urban dynamics. We describe the architecture
and composing elements of PortoLivingLab, highlighting the IoT
technologies, and challenges faced. We present several proof-of-
concept use cases (e.g., passenger flows from WiFi connections)
that provide new insights into different components of an evolv-
ing and moving city. Finally, we lay out the future lines of work
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that will strive for finding hidden phenomena by leveraging data
from the three complementary platforms.

Index Terms—Internet-of-Things (IoT), smart cities, urban
sensing.

I. INTRODUCTION

C ITIES are complex systems that encompass a large
number of simultaneous underlying processes at vari-

ous levels, ranging from social systems (e.g., people flows),
services (e.g., as transport), resources (e.g., air quality), and
natural environment (e.g., as weather). They are known to
have short-term variations, but also to show steady underly-
ing patterns. Smart cities [1] aim at improving the citizens’
quality of life by providing a deeper understanding of the
urban processes, which in turn supports better-informed pol-
icy decisions and make new services available to the citizens
based on that acquired knowledge. The variety of the processes
to observe requires sourcing heterogeneous technologies for
sensing and data collection, whereas deployment require-
ments in terms of scale, geographic spread and incurred
costs demand for efficient technology usage strategies. The
Internet-of-Things (IoT) [2] paradigm encompasses the tools
and solutions for such large-scale, pervasive, and distributed
monitoring systems. The ultimate goal is to build descriptive
and predictive models for the phenomena of interest. As these
phenomena are interdependent, it will be necessary to combine
and fuse data from the different sensor sources.

In this paper, we share our learn-by-doing experience1 in
building a city-scale IoT deployment to monitor the weather,
environment (air quality and noise), and mobility. The first
contribution of this paper is the definition of the architecture
of a city-scale sensing system deployed to observe relevant
variables for each phenomena with static, mobile, and per-
sonal sensors. Then, we show how we combined a variety of
backhaul technologies to retrieve the sensed data to a backend.
We also provide additional information on the server back-
end components focusing on data management, processing
and sharing issues. Finally, we discuss challenges and show-
case use cases of how collected data may be used to learn or
quantify more precisely urban phenomena.

PortoLivingLab is an urban-scale, multisource sensing
infrastructure deployed in the city of Porto, Portugal. This
infrastructure builds on three monitoring platforms.

1) SenseMyCity (SMC) [3]: A mobile crowdsensing
research tool for gathering data from a large number of

1[Online]. Available: https://pages.nist.gov/smartcitiesarchitecture
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participants and their surroundings using a smartphone
application.

2) UrbanSense [4]: A set of low-cost sensing sta-
tions deployed in 19 strategic locations to monitor
environmental parameters (as noise and air pollution)
and weather conditions.

3) BusNet [5]: A sensing and data distribution platform
composed by 600+ public transport vehicles equipped
with on-board units (OBUs) for V2X communications
and in-vehicle Internet connectivity for passengers.

The three platforms have been operating in parallel for
almost two years. All platforms have high levels of con-
nectivity that enable IoT-inspired data collection strategies.
The datasets acquired by PortoLivingLab have been used to
describe the urban dynamics, by means of spatio-temporal
maps of speed, origin–destination matrices with mode infor-
mation, WiFi hotspot density, traffic state estimation, among
other examples.

The remainder of this paper is organized as follows.
Section II reviews existing literature on IoT architectures and
urban-scale platforms. Section III presents the architecture of
the city-scale data gathering platform. In Section IV, we detail
the scope and operation of the three urban sensing platforms
deployed in the city of Porto. Section V describes the com-
munication backhauls and protocols of the platform, while the
backend infrastructure is detailed in Section VI. Section VII
summarizes the platform characteristics, and showcases use
case studies. Final remarks are given in Section VIII.

II. RELATED WORK

Jin et al. [6] proposes a dataflow-driven description of
the architecture and operation of IoT platforms for smart
cities, composed of the stages collection, processing, man-
agement, and interpretation. The survey [7] proposes a list
of design and operation planes of an IoT platforms, and a
classification of existing works according to that system. This
paper also discusses the multiple networking standards to sup-
port IoT platforms. Zanella et al. [8] provided an extensive
discussion on network architectures focusing also on trans-
port and application protocols, with practical insights from
a concrete deployment. IoT also creates challenges on data
management [9] and security [10].

Selected smart cities deployments with IoT solutions are
summarized in Table I. City of Things [11], in Brussels,
Belgium, encompasses a multitude of sensors (e.g., vehicular
environmental stations and parking sensors), whose data is col-
lected via multitechnology gateways or a LoRaWan network.
SmartSantander [12] is composed by a large-scale deployment
of sensor nodes complemented with citizen participation via
mobile devices. Oulu Smart City [13] is a ubiquitous comput-
ing testbed that incorporates different wireless networks, large
public displays, middleware resources, and monitoring tools.

The distinctive features of the PortoLivingLab platform are
as follows. 1) The wide range of targeted urban life aspects,
namely environmental, mobility and traffic, mood of citizens,
among others. 2) The variety of sensors (personal, vehicle, and
static). 3) The scale of the deployment: PortoLivingLab cov-
ers one of the largest areas reported to date. 4) Implementing

TABLE I
CHARACTERIZATION OF IOT PLATFORMS IN LITERATURE

Fig. 1. PortoLivingLab architecture.

both sensorization and pervasive connectivity whereas most
IoT deployments focus on the later, e.g., [11] and [13]). 5) Not
requiring dedicated communications infrastructure like [12].

III. PORTOLIVINGLAB ARCHITECTURE

PortoLivingLab has been developed under two main
premises:

1) Sensing the dynamics of the weather, air quality, noise,
and mobility, resorting to data collected by dedicated or
opportunistic sensors covering a vast urban area (larger
than a district).

2) Building proof-of-concept services and applications that
demonstrate the usefulness of the collected data.

The heterogeneity of the sensors and backhauls involved can
be structured along the flow of data.

1) Sensing: Widespread personal, static and vehicular sen-
sors provided by the urban IoT platforms.

2) Data Collection: Heterogeneous communication infras-
tructure already in place in the city or partly provided
by the IoT platforms.

3) Data Storage, Processing, Sharing, and Hosting Urban
Applications/Services: Backend cloud server.

Fig. 1 depicts the data flow, networking, and physical archi-
tectures of PortoLivingLab. Next, we describe the platform
following this rationale.
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A. Sensing

The platform leverages on static sensors for gathering environ-
mental data (UrbanSense), smartphones for collecting citizens’
sensor-enriched trajectory data (SMC), and on-board devices
to gather vehicle trajectory and WiFi session data (BusNet).
The SMC library turns smartphones into mobile crowdsens-
ing probes, capable of sensing the physical world from the
embedded sensors (e.g., location and motion of users and wire-
less networks) and collect the citizen feedback (e.g., current
mood or used modes of transport) through questionnaires. The
UrbanSense platform is composed of static data collection units
(DCUs) that monitor a number of environmental parameters
relating to weather (e.g., temperature, wind speed, and humid-
ity), air quality (e.g., particle and hazardous gases), and quality
of life (e.g., noise). The BusNet network is a deployment of
OBUs in 600 fleet vehicles (buses, garbage trucks, and street
sweepers), capable of collecting the vehicles’ mobility traces
and quantify connections to the on-board WiFi AP.

B. Data Collection

Urban areas usually feature complex communication infras-
tructures, such as metropolitan fiber rings, WiFi, and cellular
networks, which allow interconnecting the different platform
components. In our case, we also resort to a vehicular delay
tolerant network (DTN). The sensors of PortoLivingLab reach
these backhaul nodes via WiFi gateways. Data collected by
UrbanSense is transmitted to the backend server via WiFi APs
connected to the fiber ring, municipality WiFi, or vehicular
DTN. Data from the SMC probes (smartphones) is transmit-
ted opportunistically on WiFi connectivity (public or private),
or via cellular communications at the participant’s discretion.
The vehicular network BusNet supports data forwarding using
V2X communications and DTN, and is also accessed via WiFi.

C. Storage, Processing, Sharing

These tasks are carried out by the backend infrastructure.
Incoming raw sensor data is stored in per platform databases.
The data models of the different sources are similar to allow easy
spatial and/or temporal data fusion. Additionally, the backend
server hosts a number of services that provide ready-made
data analysis, filtering, and preprocessing (see Section VI).
Data sharing with external entities is performed via publish-
subscribe middleware for data streams and via a RESTful
API for historic datasets. Received sensor or processed data is
made publicly available in real-time through standard M2M [14]
and FI-WARE [15] interfaces for third-party development of
novel urban applications. Crowdsensed data is only provided
in an anonymized and aggregated way, e.g., as a stream of
average speed values per street or dataset with per mode origin–
destination matrices for specific time frames.

IV. URBAN SENSING PLATFORMS

A. SenseMyCity

SMC is a mobile crowdsensing research tool to gather sen-
sor data from participants’ smartphones. The SMC sensing
probe is a smartphone application that gathers sensor data

Fig. 2. Example SMC user interface and mood questionnaire.

from the device and from user input. The SMC framework
also includes an efficient and secure mechanism of data trans-
mission, described in Section V-B, and ensures privacy and
anonymity of collected data, as discussed in Section VI-A.
The participants can access, visualize, and download their own
data through a Web frontend. A thorough description of SMC
is given in [16].

1) SMC Mobile Library and Application: The mobile
module is a library that enables configuration of the following.

1) Sensor Sources to Collect: Data from embedded sensors
(e.g., GPS, WiFi, accelerometer, and magnetometer) and
external sensors connected via Bluetooth (e.g., on-board
diagnostics (OBD) and wearable cardiac sensors).

2) Event triggered questionnaires (e.g., asking travel mode
after a trip and randomly asking participants their mood).

User interface and engagement mechanisms (see Fig. 2) are
independent and part of the application.

Mobile crowdsensing requires high usability to lower adop-
tion barriers. Usability translates into low battery consumption
and limited intrusiveness, which were important driving forces
in the design of the SMC mobile library. We measured energy
requirements of different sensor configurations in multiple
smartphones [16], in order to define a viable set of sensors
and their sampling rates. In default settings, location data
is collected at 1 Hz and other data, such as nearby WiFi
hotspots and user activity, is collected passively, consuming
around 5% of battery charge per hour. To reduce the amount
of time the application is sensing (and consequently battery
consumption), the library automatically starts and stops data
gathering based on the smartphones movement and detected
activity. Concretely, a displacement higher than 150 m within
3 min triggers a sensing session. Our tests show that the app
consumes less than 1% of battery charge per hour when not
collecting data. To reduce intrusiveness, the participant only
needs to interact with the app for answering questionnaires.
Even this is not mandatory, as new questionnaires replace older
unanswered ones.

2) Deployment and Challenges: The framework can be
configured for different purposes. It has been used in var-
ious limited-scope research works, such as studying police
officers’ and bus drivers’ stress [17] or to develop fuel con-
sumption estimation models [18], [19]. We validated that the
aforementioned low intrusiveness mechanisms increase the
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participation, reduce churning, and increase the amount of
collected data in three large-scale data collection campaigns.
We are currently assessing the data quality for the three
campaigns. A major challenge for a crowdsensing tool is par-
ticipant engagement. We explored three mechanisms in the
data collections, and further details can be found in [3].

B. UrbanSense

The UrbanSense platform is a city-wide platform for con-
tinuous environmental monitoring. A detailed description can
be found in [4]. It is composed of monitoring units which we
named DCU deployed in 19 chosen locations within the city.

1) DCUs Hardware and Sensors: A DCU is composed
by a power supply, a processing unit (Raspberry Pi), sen-
sors, and a control board to interface the processing unit
and the sensors. The whole setup, except for the sensors, is
enclosed in a water-proof casing. The sensors are of three
classes. 1) Meteorological: Thermometer, hygrometer, wind
vane, anemometer, rain gauge, lux meter, and solar radia-
tion. 2) Quality of Life: Sound level meter. 3) Air Quality:
Particulate matter sampler, CO, NO2, and O3 gaseous meters.
The wind vane, anemometer, and rain gauge are mounted in a
dedicated structure for freedom of movement. The sound level
meter is mounted below the main casing, to ensure exposure to
environmental noise and protection from rain. The remaining
sensors are enclosed in a separate vented shelter (to allow air
flow) mounted on top of the main casing. The DCU also con-
tains two WiFi USB adapters: one for permanent connection
to nearby infrastructural or cellular APs used mainly for man-
agement although it could also be used for data; and a second
one for opportunistic connection to the on-board APs of the
BusNet platform. The exterior of a DCU and its breakdown
into composing elements is shown in Fig. 3.

2) Deployment and Challenges: A set of tentative locations
for deployment were provided by environment and acoustics
experts as representative of typical urban settings relevant for
environmental characterization: high traffic, residential, water-
side, park, and touristic. Deployment started in August 2014
and one year later we had 23 deployed units. Currently, 19
DCUs are still functioning. Full-scale permanent operation of
the platform is challenging due to three main reasons.

1) Dependence on Third-Party Infrastructure and
Equipment: All communication infrastructures between
DCUs and the backend server is kept by partner
institutions. Failures are disruptive and the recovery
time is highly variable.

2) Unforeseen Limitations of Design Options: DCUs use a
Raspberry Pi for processing, chosen due to the availabil-
ity of a wide know-how base and support community,
but we found it to fail often due to SD card wear down.

3) Equipment Wear Due to Weather Conditions: Two units
installed near the ocean experienced accelerated corro-
sion compared with units elsewhere in the city, and the
others are bound to follow anytime now.

C. BusNet

The BusNet infrastructure is a large-scale deployment of
OBUs in vehicles and infrastructural road-side units (RSUs)

Fig. 3. UrbanSense DCU.

that enables vehicle-to-vehicle and vehicle-to-infrastructure
communication, in Porto, Portugal. Currently, more than 600
fleet vehicles are equipped with OBUs, pertaining to the pub-
lic transportation authority (more than 400 buses) and waste
disposal department (garbage-collection and road-cleaning
trucks). Additionally, more than 50 RSUs have been deployed.
The GPS traces and metadata of passenger WiFi connec-
tion are collected by each OBU and stored in the backend
infrastructure. The network is operated by the PortoLivingLab
project and Veniam, a spin-off from the Universities of
Aveiro and Porto and the Instituto de Telecomunicações. The
technology was published in [20].

1) Hardware and Technologies: The OBUs are equipped
with a processing unit, GPS antenna, cellular module, and
wireless interfaces for IEEE 802.11b/g/n (WiFi) and 802.11p
(DSRC). BusNet nodes connect to each other via DSRC, and
to Internet via RSUs or cellular links. The handover manage-
ment between similar and different technologies follows the
strategy described in [21]. WiFi is also available at BusNet
nodes so that bus passengers and external users can connect
to the OBU. The RSUs are equipped with a wireless DSRC
interface and wired connection to the Internet access. The
wired connection uses the technologies available on-site, of
which we highlight the municipality-owned fiber ring. Fig. 4
shows the hardware.

V. COLLECTION BACKHAULS AND PROTOCOLS

A. Network Architecture and Backhauls

The network architecture of PortoLivingLab is shown in
Fig. 1. PortoLivingLab leverages communication infrastruc-
tures already in place in the city and managed by third parties,
namely the metropolitan ring fiber (managed by the munici-
pality and accessible via public outdoor wireless APs), the
BusNet communication services (operated by Veniam), and
a cellular network. All sensing platforms reach the back-
hauls via wireless links. The backend cloud server features
dedicated connections to the various backhauls (Internet and
metropolitan fiber ring, that also reaches the BusNet RSUs).

Due to their different nature, the three sensing platforms
use distinct backhauls. The SMC mobile application is given
access to the Internet (and ultimately to the backend server)
at the user’s discretion, via a cellular connection or connec-
tion to a WiFi network. The UrbanSense platform mainly uses
two backhauls: the municipality-owned fiber ring via static
WiFi APs and the DTN service provided by BusNet [22].
Cellular hotspots are used sporadically, where the munic-
ipality WiFi is not available. BusNet is itself primarily a
communication backhaul, as OBUs feature cellular and IEEE
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Fig. 4. BusNet platform hardware.

802.11p technologies for Internet access, available via the
mobile WiFi hotspots. The latter technology also supports
mesh and multihop communication, on top of which a DTN
service is provided. This service supports transport of nonur-
gent data from clients to RSUs, and ultimately the Internet, at
low cost (since the cellular connection is not used) but with
high latencies, as can be seen in [4]. In addition, it only sup-
ports broadcast in the downlink, i.e., unicast addressing from
server to clients is not available.

B. End-to-End Protocols

As the communication backhauls in PortoLivingLab are
operated by third parties, they are handled as black boxes
and without the assumption of continuous connectivity. Two
design options of PortoLivingLab protocols and data manage-
ment are motivated by this setup. 1) Sensors interact directly
with the backend (i.e., the backhaul operates as a gateway to
the sensors and not as a broker). 2) Sensors store data locally
and synchronize it with backend storage whenever there is
connectivity.

The SMC mobile application has two options to reliably
synchronize local data with the backoffice storage: either
continuously, using whatever connectivity is available (includ-
ing cellular), or opportunistically on WiFi connections only.
To support sporadic communication, we developed an asyn-
chronous protocol with end-to-end reliability that implements
authentication and encryption for added security. The authen-
tication phase is performed in a single encrypted packet and
response (see [16]). During the data transmission phase, the
sensor data is serialized, compressed, and then encrypted with
an exchanged key. Application layer acknowledgments inform
the library that the data has been persistently inserted into the
server database and local data can be safely deleted. For effi-
cient use of opportunistic connectivity, several packets can be
in transit simultaneously.

The data transfers in UrbanSense are handled differently
depending on the used backhaul. The metropolitan fiber ring,
accessible to the UrbanSense DCUs via outdoor APs, supports
bidirectional communication, and thus an approach similar to
SMC is used. Data sent by DCUs is registered locally and not
deleted until acknowledged by the backend. At the backend,
a service receives the data and issues the acknowledgments.
The BusNet DTN service only supports broadcast in the down-
link and, as such, end-to-end ACKs cannot be delivered to the
DCUs. In turn, a custody transfer approach is used. OBUs host
a service to receive data in CoAP format via WiFi from the
DCUs. The acknowledgment is implicit in the ACK sent by the
OBU receiving the data. Nevertheless, end-to-end reliability
cannot be guaranteed.

VI. DATA MANAGEMENT, PROCESSING, AND SHARING

A. Data Management

A differentiating aspect of our living laboratory is the
straightforward fusion of data from the various platforms. Data
fusion is facilitated by a spatio-temporal data model common
to all platforms. Concretely, there is a column for timestamps
in every sensor table of all databases with common data type
that also serves as an index. Additionally, we use a similar
coordinates representation for location data. Using common
data formats allows for fast relational queries between data of
different sensing platforms.

The data collected by the SMC platform is of personal
nature and thus it is particularly sensitive. We incorporated
privacy and anonymity by design in SMC, following the
European Union Data Protection Guidelines. Participants in
SMC collection campaigns are volunteers, can leave the data
collection at any time, and can delete their own data with-
out intermediation. The participants acknowledge and consent
the data collection and processing for research purposes in
an informed consent. For awareness, participants see a widget
in the smart phone when data is being collected. To guaran-
tee data ownership, the frontend supports data management
by the participant, including the possibility to download and
delete her own data. Anonymity is provided by using third-
party authentication, which avoids the need to store usernames
and passwords. We only store the participants’ hashed email
address to support the aforementioned data ownership for a
period of at most one year. We also keep a strong separation
between raw datasets and processing datasets. The raw data is
accessible only to the database administrator. In the datasets
disclosed for processing, we use pseudo-anonymization via
a random daily user ID, and extract minimal necessary data
fields for the task at hand. When session identifiers are
necessary, the timestamps are obfuscated.

B. Data Processing Services

Several data processing services were developed and
deployed in the backend server for automated raw data
processing. Processed data is stored in dedicated database
schemas.

1) Fuel Consumption: We developed a fuel consumption
estimation service capable of estimating the instantaneous fuel
consumption using only GPS data: vehicle speed, acceleration,
and road gradient. We used SMC’s capability to gather data
from external sensors, in this case from an OBD 2 device. We
gathered a dataset of vehicular information, such as speed, fuel
consumption and other driving metrics, together with location
information from the smartphone’s GPS. The synchronized
data was used to train a model capable of estimating the fuel
consumption and carbon footprint from arbitrary GPS traces.
Further details can be found in [18] and [19]. This service
is used to pinpoint areas of the city with highest aggregate
fuel consumption, information that may be useful to urban
planners.

2) Map Matching: For some services, like routing, it is nec-
essary to match the collected data to a graph representation
of the road network, allowing for processing and correlation



528 IEEE INTERNET OF THINGS JOURNAL, VOL. 5, NO. 2, APRIL 2018

of data per street. We map every location data received to the
road network provided by the collaborative OpenStreetMap
project. For itinerary traces, e.g., collected by SMC partic-
ipants and BusNet buses, we use an external service that
improves accuracy of the matched road positions by match-
ing and validating the whole trace and not point-by-point
(https://mapmatching.3scale.net).

3) UrbanSense Sensor Calibration: Sensors degrade with
time, and low cost sensors like the ones we used, even more so.
To address this issue, we developed an innovative strategy that
automates centralized and periodic calibration of the deployed
sensors. This sensor calibration service is performed entirely
at our backend infrastructure, and obviates any changes in
the deployed DCUs hardware or software. In essence, data
from deployed sensors is compared with data from a movable
reference sensor. The movable reference sensor is a regular
DCU that is regularly calibrated against high precision ref-
erence sensors (that are costly and unpractical to carry). By
collecting data from both deployed and reference DCUs at
the site, a model is obtained via fitting and stored as a cal-
ibration configuration. Distinct calibration configurations are
stored per sensor, per DCU, and per operation period. Sensor
data is calibrated at the backend using the stored configura-
tion, generating a new data stream and a new table. We keep
the original parameters to account for possible software errors.

C. Data Sharing

The gathered data is made available via three different APIs.
1) Standard RESTful APIs for Request-Response Data and

Services: The BusNet and the SMC anonymized datasets
are available through RESTful GET methods.

2) ETSI M2M Publish-Subscriber [14] (Currently Branded
As OneM2M): The sensor data flows from the
UrbanSense testbed are exposed through an ETSI M2M
broker (NSCL), which can be accessed using a M2M
network application. All pub-sub flows can also be
queried with GET methods.

3) Orion Context Broker: Implementation of the FIWARE
publish/subscribe context broker generic enabler, using
FIWARE NGSI (Next Gen. Service Interface) API v2.

The use of standard IoT data access and sharing methods is
essential for interoperability. In [23], a strategy for machine-
to-machine IoT interoperability is proposed.

The service provider and operator of the BusNet vehicular
network provides a RESTful API for accessing the BusNet
dataflows that can be accessed with a Java Web Token (JWT,
RFC 7519) obtained from Veniam. Data is available for buses,
and garbage-collection and road-cleaning trucks, regarding
real-time vehicle trajectory data and associations to on-board
access point, among other information.

As for SMC, three types of historical data are available. 1)
SMC participants’ trip data can be accessed through APIs only
by the participant after authentication. 2) SMC geo-clustered
and k-anonymized data (k = 3), such as the city current mood
map, travel mode statistics, or average speed. 3) Other SMC
anonymized datasets are also available, with no links between
users, trips, and time of day, such as speeds per road for a
certain period of time, and detected WiFi hotspots’ locations.

TABLE II
PLATFORM SUMMARY AND DATABASE CHARACTERIZATION

All UrbanSense raw sensor data flows to the above men-
tioned brokers. Aggregated data, by default hourly and daily,
and alerts based on a given set of thresholds for a sensor
or a group of sensors are planned, but are not yet available.
Subscription to the respective resource triggers the reception
of sensor values as they are sent by the DCU. Authentication
on the Orion Context Broker is based on FIWARE Laboratory
account token and, in case of NSCL, a certificate must be
requested.

VII. BENCHMARK AND ILLUSTRATIVE USE CASES

The scope and dimension of the PortoLivingLab platform
is summarized in Table II, enabling comparison with other
platforms using Table I. PortoLivingLab features a dimension
comparable to the largest reported platform (see [12]) in the
number of active devices, although it is the only one provid-
ing 608 connected mobile sensing probes, and covering the
full scope of information collected by the set of the IoT plat-
forms presented in Section II. We are unable to compare the
dimension of the datasets of the different platforms since these
have not been disclosed by other works.

We now showcase proof-of-concept use cases that demon-
strate the usefulness of data generated by PortoLivingLab for
smart city studies. We present two cases per platform—SMC,
UrbanSense, and BusNet—and a final use case leveraging data
from BusNet and UrbanSense. An outlook of future lines of
research with the available datasets concludes the section.

A. Citizens Mood Map

In 2015, the SMC platform was configured for the
SenseMyMood data gathering campaign. It consisted of an
exploratory study of the connection between places, times of
day, and emotions, and served as engagement mechanism at
the same time. The SenseMyMood app automatically gath-
ered mobility data during the user’s trips, and sporadically
requested participants to self-assess their happiness and other
emotions. A notification for a new questionnaire was shown
randomly up to twice per day, asking users their current
activity—work or study, leisure or resting, in transit, waiting
for transport, other—and to report their happiness in a scale of
1 (very sad) to 5 (very happy). Optionally, users could also rate
their self-assessment of the six basic emotions of the Ekman
model—joy, sadness, fear, surprise, disgust, and anger. A snap-
shot of the smartphone sensors was collected when answering



SANTOS et al.: PortoLivingLab: IoT-BASED SENSING PLATFORM FOR SMART CITIES 529

Fig. 5. SenseMyMood: average happiness reported by participants.

Fig. 6. SenseMyFEUP: origin/destination of trips going to/from FEUP.

these mood reports, providing us with the instantaneous loca-
tion and speed, ambient noise level, nearby WiFi hotspots, and
other sensors data if available. Around 3100 responses in Porto
were used to create the clustered citizens mood map shown in
Fig. 5, and allowed us to correlate the user’s activities with the
self-assessed emotions. As an example, we were able to clearly
associate lower happiness levels with traffic and waiting for
transport, which may support traffic management decisions. A
similar application can be found in [24], although with much
inferior geographical density of users, and thus not enabling
an analysis in a city scale. Traditionally, such studies were
done via resource-consuming questionnaires, reaching much
smaller samples and coarser spatial and temporal granularity.

B. Digital Mobility Survey

In 2016, the SenseMyFEUP data gathering campaign was
carried out in the University of Porto campus using the SMC
infrastructure. The mobile application gathered mobility data
automatically during a one-month period (April), and partic-
ipants were asked to report which transportation modes they
used after each trip. The campaign dissemination was done
on the engineering school campus with a regular population
of 9000 people, via flyers, posters, and emails targeting stu-
dents, academics, and other staffs. Engagement was improved
by randomly drawing nonmonetary weekly prizes among par-
ticipants. The SenseMyFEUP mobile application was adopted
by 239 members of the faculty community who contributed
with 8700 responses of used transportation modes during that
period. We obtained information about the community’s trans-
portation modes, duration and distance to and from the school,
and most common origins and destinations, as shown in Fig. 6.
Traditionally, such mobility studies are done using mobility
surveys repeated in time scales of decades. Recent works use
vehicle counters [25], cellular network datasets [26], or taxi

Fig. 7. Average temperature per hour of day during 18 days.

datasets [27]. Crowdsensing enables finer spatial and tempo-
ral granularity and is not biased by particular transportation
modes, but in our campaigns we observed a sample bias toward
young adults, i.e., university students. The results are being
compared with traditional surveys to evaluate its accuracy on
travel demand assessment. The gathered transportation mode
survey data was used as ground truth to train a machine learn-
ing algorithm to automatically detect transportation mode from
standard location traces [28].

C. Differentiated City-Wide Climate Analysis

From the weather information collected so far, we are able
to create a spatial characterization of climate and air quality in
the city of Porto. As an example, we evaluated the difference
in temperatures at different city locations, during the same
time period. We retrieved the data collected by the UrbanSense
units at monitored areas for the period of October 2, 2015
to October 19, 2015, and produced the hourly average tem-
perature from calibrated data. In Fig. 7, we observe that all
locations exhibit similar temperature profiles over the day, and
that one location (Velasquez) presents a consistent difference
of around 1 ◦C to the remaining locations. Similar studies
were carried out by IoT platforms reviewed in Section II,
namely [11] and [12]. Traditionally, weather is observed on
very few locations by very high quality and proportionally
costly sensors. Smart city-IoT promises to complement tradi-
tional physical weather models with data-based local models
for finer granularity.

D. Impact of Forest Fires in Air Quality

On the week of August 7, 2016 to August 13, 2016, a num-
ber of large forest fires surrounded the city of Porto, and the air
was noticeably filled with smoke. We searched the UrbanSense
database for air quality-related parameters at week-long time
intervals before, during, and after these dates, and compared
the evolution of those parameters to validate this event. Fig. 8
shows the concentration of particulates, ozone, luminosity, and
solar radiation from an UrbanSense unit during, before, and
after the event. We observe that both ozone concentrations
and solar intensity (directly linked to ozone formation rate)
are lower during the fire period. The average luminosity also
decreased, possibly due to the airborne particles. We note an
increase in the concentration of particles of different sizes dur-
ing that particular week, which in turn can be a consequence of
the fire smoke that covered the city. This example demonstrates



530 IEEE INTERNET OF THINGS JOURNAL, VOL. 5, NO. 2, APRIL 2018

Fig. 8. Environmental indicators before, during, and after the fire period.

that urban sensing platforms can identify periods susceptible
of triggering different traffic management measures to keep
ozone or particle levels within acceptable limits for human
health. Air quality is usually monitored and modeled similarly
to the weather, and for large time scales, e.g., yearly reports.
Low cost sensors, although incurring in lower accuracy, enable
finer grained observations allowing monitoring and modeling
for much more locations.

E. Passenger Flows From WiFi Connections

The metadata of the WiFi connections of passengers to
the on-board APs of BusNet, alongside with the GPS traces
recorded by the buses’ OBUs, can be used to construct the
origin–destination matrices of passengers. Understanding the
flows of passengers in public buses helps to improve the ser-
vice, e.g., by identifying routes that require an increase in
bus frequency. By matching the start and end time of the
WiFi connections with the timestamps of the OBU position
traces available in the PortoLivingLab datasets, and using
visualization tools developed for this purpose, we created an
animation2 of passenger flows in the city of Porto for one week
in October 2014. Fig. 9 presents a still frame of that video.
Similar work can be found in [29], although at a smaller scale.

F. Mobility Patterns of Buses

The speed of buses can also be analyzed to extract infor-
mation about the traffic flows in the city. This information can
be used, e.g., to find spots where speed is chronically low.
The average speed of buses, at road segments in the city of
Porto, was computed from the BusNet datasets and, using a
threshold rule, the locations with lower average speed (critical
spots) were identified. Fig. 10 presents the average bus speed
and critical spots in Porto during the period 7–11 A.M. of
June 9, 2014. Using mobility traces for traffic estimation has
been explored in [30], as well as the extrapolation of global
conclusions from a subset of nodes (e.g., buses) [31].

G. Performance of Delay Tolerant Networking

The BusNet serves as a communication backbone to the
UrbanSense platform, as DCUs offload their sensor data to

2Full video. [Online]. Available: https://vimeo.com/125892304.

Fig. 9. Passenger flows from WiFi connections.

Fig. 10. Average bus speed. Color scale indicates average speed: blue for
high and red for low. Black circles are critical locations.

OBUs. This infrastructure-to-vehicle (I2V) collection mecha-
nism is opportunistic and circumstantial by nature: opportuni-
ties may vary from site to site due to different bus frequencies,
number of nearby bus stops, etc. To learn how the performance
of I2V collection differs between locations, we recorded at
several DCU sites the duration of contacts between DCU and
OBUs and the number of packets exchanged in each contact.
This data can be further processed to get the average values
of contact duration and number of contacts per day, and num-
ber of exchanged bundles per connection over week-long or
month-long periods of time. This will tell us, e.g., if a location
served by many connections with short contact time outper-
forms another with few connections and longer contact times.
Fig. 11 presents the ratio of the above metrics with respect to
the platform-wide maximum values, at several DCU locations
and for the period between October 2, 2015 and October 22,
2015. Our vehicular DTN platform also allows to study how
vehicles can cooperate to gather the data toward the infrastruc-
ture reliably and with small delay [32], and to characterize
WiFi performance in I2V links to urban fleet vehicles [33].
Implementations of solutions in urban environments can be
traced back to [34]. We did not find works reporting large-
scale vehicular delay-tolerant collection from mobile or static
road-side nodes, to the best of our knowledge.

H. Future Directions for Data Analysis

Next steps will focus on the combined analysis of the
PortoLivingLab dataset. The three platforms contain partially
overlapping or complementary information that, after analy-
sis, can validate some initial hypothesis. The test hypotheses
can come from empirical observations or previous studies. For
example, if one considers a public event, such as a football
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Fig. 11. Performance of I2V collection of UrbanSense DCUs data at locations
served by BusNet nodes. Per location, the number of OBU-DCU contacts
(left), total contact time (top), and number of exchanged bundles (right) are
shown as a ratio to the network’s maximum values (black circles).

game or a street concert, we expect to find in that area a large
aggregation of people, increased traffic in roadways and public
transports, and higher noise levels. From the PortoLivingLab
perspective, SMC can provide information about density of
people, means of transportation used and even trends in their
feelings, BusNet can detect disruption in normal traffic pat-
terns, and noise levels can be measured by UrbanSense sound
level meters. In a second example, we observe empirically that
when it rains traffic moves slower, jams are more frequent,
people are likely to stay indoors, and their mood is more
somber. Upon identification of rain periods by UrbanSense
rain gauges, we can characterize traffic conditions as well as
the people mobility and mood from BusNet and SMC data.
We envision the conclusions obtained by the PortoLivingLab
platform to provide relevant information to improve the city,
not only in a city management level, but also in a citizen level.

VIII. CONCLUSION

We presented PortoLivingLab, three complementary sensing
platforms and a common backend infrastructure for data stor-
age and processing, deployed in the city of Porto. We describe
the scope and operation of the whole platform, including
its architecture combining different types of sensors and the
strategies for data collection of diverse information sources,
and present the valuable dataset resulting of its operation
over a period of almost two years. Deeper understanding of
perceived phenomena has been obtained through careful anal-
ysis of collected data. Future work will focus on refining
and improving phenomenon comprehension and providing the
relevant conclusions to the decision makers.
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